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Recent computer attacks on campus target Macs, e-mail

by LESLIE CHURCH

It’s not just biologists who are studying
infection at Rockefeller. Computer security
experts based in the IT Pavilion have been
kept busy in recent months managing
outbreaks of viruses and other malware on
campus computers.

In June more than a dozen people on
campus fell victim to a phishing attack,
a type of attack in which hackers send e-
mails from what appears to be a trustwor-
thy source asking for personal information
such as a username and password. And

the IT staff spent much of April working
to repair damage caused by the Flashback
trojan, a piece of malware that infected
30 Macintosh computers on campus and
hundreds of thousands worldwide.

In the phishing attack, hackers sent
e-mails to campus users stating that their e-
mail quota was at capacity and prompting
them to follow a link to fix the problem.
Users who clicked the malicious link were
prompted to enter their passwords, which
the hackers then used to log on to that per-
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Denial of service
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malicious sites 2%
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Attacks on browsers 0.5%

Trojans or worms 0.25%
Attacks on e-mail systems 0.03%

son’s e-mail account and send thousands of
malicious e-mails to both university mem-
bers and external e-mail addresses. This
led HHMI, AOL and Gmail, among others,
to quickly throttle the university’s e-mail
traffic, drastically slowing the rate at which
Rockefeller e-mails could be delivered.

“IT will never ever ask you for your
password,” says Marty Leidner, chief
information security officer. “Users must
be particularly careful to only enter their
passwords on a Web site they purposely
went to. You can also hover your mouse,
without clicking, over a link in an e-mail to
see where the link will take you. If it looks
the least bit suspicious, don’t click on it.”

The Flashback trojan works like the
Trojan horse for which it is named: it
sneaks onto computers when the user visits
an infected Web site and agrees to a seem-
ingly innocuous download of bad code.
On the surface everything looked fine. But
back in the IT pavilion, staff could see that
computers on campus were being hijacked
and forced to join a botnet: a network of
computers controlled by a cybercriminal.

Meanwhile, the Flashback trojan was
at work on the users’ browsers, intercept-
ing search queries and returning fraudu-
lent results. It’s part of a global criminal
scheme: every time someone clicks on one
of the fake results, the owners of the botnet
get paid.

“This isn’t the lone hacker making a
name for him or herself and showing off
how cool they are,” says Bart Mallio, infor-
mation security intelligence analyst at Rock-
efeller. “When the internet got monetized
with electronic commerce, organized crime
groups started getting involved. The cyber-
criminals behind Flashback struck a deal
with companies to get paid for making their
sites come up first in a search results list.”

It’s not known who created the mal-
ware, but with more than 600,000 comput-
ers infected worldwide, it’s estimated the
criminals were raking in $10,000 a day.

Rockefeller’s information security

Employees honored for longtime service to university

Members of the Rockefeller faculty and staff were recognized for their service to the university with two recent events. The Employee Recognition Cocktail Reception in February honored employees who had
worked at the university for 20 and 25 years. Fifty-nine employees celebrated 20 years of service and 29 celebrated 30 years. In June the university held an anniversary dinner for employees celebrating major
anniversaries of 30 or more years as well as retirements. Honorees at that dinner are pictured below. To see more photos, visit www.rockefeller.edu/employeerecognition.

“It's the people. There’s something about
working with wacky geniuses that brings
out the best in you.”

W Regina Metz, 30 years

“The students are exceptional. The staff is
extraordinarily helpful. And one is surrounded
by...excellent scientists in many elds. What

more can one want?”

David Mauzerall, 55 years X

vibrant.”

WEmil Gotschlich, 50 years

“Rockefeller has an uncanny ability to renew
itself so that it always remains young and

personnel responded to the outbreak by
first quarantining and then patching the af-
fected computers with software that blocks
the trojan. Although no data was stolen,
the potential for a data breach exists when-
ever a virus, worm or trojan enters the
Rockefeller network.

“The malware had control of people’s
machines — it could have done many dam-
aging things. It could have, for example,
stolen electronic banking credentials,” says
Leidner.

The fact that only Mac computers were
targeted shows a shifting trend in the world
of computer viruses and hacking. Macs
were traditionally thought to be resistant
to malware because hackers would create
viruses that targeted the majority of ma-
chines out there: Windows PCs. As Apple’s
popularity has risen — Macs constitute
about 40 percent of campus computers —
cybercriminals see an easy target on devices
that often don’t have antimalware software
installed.

While the number of attempted attacks
on all campus computers has seen a sharp
rise in the last three years, the number of
attacks that successfully infected computers
has dropped, thanks to upgraded network
hardware and antimalware software on
campus computers. In the first four months
of this year there has been a 60 percent re-
duction in malicious attacks on the campus
compared to the same time frame in 2011
(see charts, left). However, although there
have been fewer attacks, the severity of the
average attack is increasing, requiring more
time and resources to mitigate.

The most important steps one can
take to safeguard a computer are to run
antimalware and promptly and regularly
patch all computer programs. IT launched a
campus ad campaign in April to encourage
Mac users to download Symantec Endpoint
Protection, which is available for free to
the Rockefeller community. The campaign
resulted in over 200 Mac users on campus
installing Symantec for the first time.

“There is always a feeling that we are a close-
knit family, which has made it a place | enjoy
coming to every day.”

WFrank Colosi, 45 years
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I PROMOTIONS, AWARDS AND PERSONNEL NEWS

Awarded:

Jesse H. Ausubel, the 2012 National Ocean
Champion Award, presented by the Urban
Coast Institute of Monmouth University in
New Jersey, for his contributions to marine
science and management. Mr. Ausubel joins

a distinguished group of awardees, including
Jean-Michel Cousteau, who won in 2011. He
is the director and senior research associate of
the Program for the Human Environment.

Cori Bargmann, the 2012 Kavli Prize in Neu-
roscience, which is awarded biennially for
outstanding achievement in advancing knowl-
edge and understanding of the brain and
nervous system. Dr. Bargmann is among the
first women scientists to receive the $1 mil-
lion prize, which was first awarded in 2008
and recognizes her efforts in elucidating basic
neuronal mechanisms underlying perception
and decision. Dr. Bargmann is the Torsten N.
Wiesel Professor at Rockefeller, head of the
Lulu and Anthony Wang Laboratory of Neu-
ral Circuits and Behavior and an investigator
at the Howard Hughes Medical Institute.

Cori Bargmann, the 2012 Dart/NYU Biotech-
nology Achievement Award in Basic Biotech-
nology, for her work in deciphering the neural
networks that define individual and group
behaviors. Presented by the Biotechnology
Study Center of NYU School of Medicine, the
prize recognizes the role of pure science in the
development of pharmaceuticals and honors
scientists whose work has led to major ad-
vances in improving patient care.

Jan L. Breslow, the 2012 Robert I. Levy
Award, presented by the Kinetics and Metab-
olism Society. The award, presented in April,
is given to a researcher who has made valu-
able contributions to the field of lipoprotein
metabolism. Dr. Breslow is senior attending
physician, Frederick Henry Leonhardt Profes-
sor and head of the Laboratory of Biochemi-
cal Genetics and Metabolism.

Brian T. Chait, the 2012 Pehr Edman Award
from the International Association for Protein
Structure Analysis and Proteomics. The award
is presented to individuals whose efforts have
significantly advanced the fields of protein
chemistry, protein structure analysis or pro-
teomics. Dr. Chait is the Camille and Henry
Dreyfus Professor and head of the Labora-
tory of Mass Spectrometry and Gaseous Ion
Chemistry.

James E. Darnell Jr. and Robert G. Roeder, the
2012 Albany Medical Center Prize in Medi-
cine and Biomedical Research, for pioneering
achievements in understanding how genes are
regulated and expressed. The nation’s largest
prize in medicine at $500,000, the award is
given to scientists or physicians whose work
has led to significant advances in health care
and scientific research with demonstrated
translational benefits. Dr. Darnell is the Vincent
Astor Professor Emeritus and head of the Lab-
oratory of Molecular Cell Biology. Dr. Roeder
is the Arnold and Mabel Beckman Professor
and head of the Laboratory of Biochemistry

| NEW TRUSTEE

and Molecular Biology. Three other Rockefeller
scientists have previously received the prize.

Titia de Lange, the Dr H.P. Heineken Prize for
Biochemistry and Biophysics for her research
on telomeres. The award was presented by
the Royal Netherlands Academy for Arts and
Sciences and included a $150,000 prize. It
was the first time this award was given to a
woman. Past Rockefeller recipients include
Christian de Duve and Paul Nurse. Dr. de
Lange is the Leon Hess Professor and head of
the Laboratory of Cell Biology and Genetics.

Herminia de Lencastre, the Professor Nicolau
van Uden Prize from the Portuguese Society of
Microbiology for lifetime contributions in the
field. The prize consists of a personal diploma
and honorary membership in the society. Dr.
de Lencastre is a senior research associate in
Alexander Tomasz’s Laboratory of Microbiol-
ogy and Infectious Diseases.

Andrey Feklistov and Nicholas Stavropoulos,
Blavatnik Awards for Young Scientists. The
awards are given to researchers under the age
of 42 who demonstrate highly innovative,
impactful and interdisciplinary accomplish-
ments in the life sciences, physical sciences,
mathematics and engineering. Dr. Feklistov, a
research associate in Seth A. Darst’s Labora-
tory of Molecular Biophysics, is being recog-
nized for his work resolving a fundamental
transcription mechanism also important for
drug design. Dr. Stavropoulos, a research as-
sociate from Michael W. Young’s Laboratory
of Genetics, is being awarded for his research
on the function and regulation of sleep. They
will each receive $15,000 and will be honored
at the New York Academy of Sciences’s ninth
annual Science and the City Gala in November.

Susana Gardete, the 2012 Young Investiga-
tor Award from the Palm Beach Infectious
Diseases Institute. The $50,000 award is given
to a young investigator to support research in
infectious diseases and career development. Dr.
Gardete is a postdoctoral fellow in Alexander
Tomasz’s Laboratory of Microbiology and
Infectious Diseases.

Alexander Ploss, a 2012 American Liver
Foundation Gregg Allman Liver Scholar
Award. The award is given to early-career sci-
entists to encourage the study of liver physiol-
ogy and disease. Dr. Ploss, a research assistant
professor in Charles M. Rice’s Laboratory of
Virology and Infectious Disease, will receive
$225,000 over three years.

Jeffrey V. Ravetch and Michael W. Young, the
Canada Gairdner International Award, pre-
sented by The Gairdner Foundation, for signif-
icant discoveries in medical science. The award
is Canada’s highest scientific award and is
considered among the top 10 most prestigious
international prizes in science. Dr. Ravetch is
recognized for his work demonstrating how
our immune system can be both protective
and harmful. He is the Theresa and Eugene

M. Lang Professor and head of the Leonard
Wagner Laboratory of Molecular Genetics
and Immunology. Dr. Young is honored for his
research on circadian rhythms. He is the Rich-

ard and Jeanne Fisher Professor and head of
the Laboratory of Genetics. Drs. Ravetch and
Young each received a $100,000 prize.

Vanessa Ruta, a McKnight Scholar Award, for
her research on the functional organization of
the neural circuits underlying olfactory learn-
ing. Presented by the McKnight Endowment
Fund for Neuroscience, this year’s McKnight
awards were given to six early-career scientists
who have established independent laboratories
and have demonstrated a commitment to neu-
roscience. Dr. Ruta is assistant professor and
head of the Laboratory of Neurophysiology
and Behavior. She is one of seven Rockefeller
faculty who have won the award, and will
receive $75,000 per year for three years.

Caspar Schwiedrzik, the Human Frontier
Science Program Long-term Fellowship. The
fellowships are given to biologists who wish
to broaden their training in a different field
of the life sciences in another country. Dr.
Schwiedrzik joined Winrich Freiwald’s Labo-
ratory of Neural Systems as a postdoctoral
fellow in January.

Caspar Schwiedrzik, the Barbara Wengeler
Award, from the Barbara Wengeler Founda-
tion in Germany. The €10,000 award recog-
nizes research conducted at the intersection of
neuroscience and philosophy, work that Dr.
Schwiedrzik did at the Max Planck Institute
for Brain Research.

Marc Tessier-Lavigne, the Henry G. Friesen
International Prize in Health Research, estab-
lished by the Friends of Canadian Institutes
of Health Research in collaboration with the
Canadian Academy of Health Sciences. The
prize recognizes exceptional innovation by a
visionary health leader of international stat-
ure. It awards $35,000 and an invitation to
deliver a public lecture in Ottawa. Dr. Tessier-
Lavigne is head of the Laboratory of Brain
Development and Repair.

Elected:

Cori Bargmann, to the American Philosophi-
cal Society, which elects members who have
shown extraordinary accomplishments in the
fields of math and physics, biology, humani-
ties and social sciences, among others. She is
the ninth Rockefeller University faculty mem-
ber to be inducted to the society.

Hired:

Elizabeth Adler, executive editor JGP,
Rockefeller University Press.

Leandro Alonso, visiting student, Magnasco
Lab.

Jeffrey Barnett, research assistant, Breslow Lab.

Claudia Bognanni, research assistant, Tuschl
Lab.

Dennis Brown, security guard, Security.

Rachel Chiaroni-Clarke, research assistant,
Simon Lab.

Leslie Church, assistant editor, Communica-
tions and Public Affairs.

Thomas P. Maniatis elected to Board

by LESLIE CHURCH

Anne Debassac, human resources administra-
tor, Human Resources.

Rickpaul Dhindsa, analyst, Investments.

Larissa Costa Faustino, visiting student, Pfaff
Lab.

Michele Filgate, laboratory administrator,
Chait Lab.

Ksenia Gnedeva, postdoctoral associate,
Hudspeth Lab.

Jamie Lynn Harden, postdoctoral associate,
Krueger Lab.

Raimond Herzog, member of the adjunct
faculty, Greengard Lab.

Zachi Horn, postdoctoral fellow, Hatten Lab.
Chung-Hao Huang, visiting student, Chua Lab.

Agata Jacewicz, postdoctoral associate,

O’Donnell Lab.
Trevor Johnson, research assistant, Simon Lab.

Christine Lai, research support assistant,
Genomics Resource Center.

Emily Lowry, postdoctoral associate,
Strickland Lab.

Hector Lugo, animal attendant, Comparative
Bioscience Center.

Joel Lutomiah, visiting student, Vosshall Lab.

Juan Carmelo Magniez, foreign research
intern, Libchaber Lab.

George Martinez, animal attendant,
Comparative Bioscience Center.

Ruben Martinez Barricarte, postdoctoral
associate, Casanova Lab.

Cristina Mascaraque, visiting student, Mucida
Lab.

Amanda Perkins, teacher, Child and Family
Center.

Erica Sanborn, genetic counselor,
Smogorzewska Lab.

Claudia Scheckel, postdoctoral fellow,
R. Darnell Lab.

Lianna Schwartz-Orbach, research assistant,
Rice Lab.

Julia Sliwa, postdoctoral associate, Freiwald
Lab.

Brendan Smith, research support assistant,
High Throughput Screening Resource Center.

Judit Soy-Platero, visiting student, Chua Lab.

Tom Szymczyk, Web site builder and
programmer, Information Technology.

Tiberiu Tesileanu, visiting fellow, Leibler Lab.

Yuko Ulrich, postdoctoral fellow, Kronauer
Lab.

Amy Vonk, laboratory administrator,
Nottebohm Lab.

Promoted (academic appointments):

Erin Norris, to senior research associate,

Strickland Lab.

Julio Cesar Padovan, to senior research
associate, Chait Lab.

This publication lists new hires, awards and
promotions. Staff promotions are listed yearly;
academic promotions and appointments are
listed monthly.

The university Board of
Trustees elected Thomas
P. Maniatis as its newest
member at its spring
meeting on March 14,
bringing the total number
of trustees to 43.

Dr. Maniatis is the
Isidore S. Edelman
Professor and Chairman
of the department of bio-
chemistry and molecular
biophysics at Columbia
University Medical Cen-
ter. He received his B.S.
and M.S. degrees from the University of Colorado, Boulder,
in chemistry and biology, and his Ph.D. in molecular biol-
ogy from Vanderbilt University. After postdoctoral studies
at Harvard University and the Medical Research Council
Laboratory of Molecular Biology in Cambridge, England,
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Dr. Maniatis held faculty positions at Harvard, the Cold
Spring Harbor Laboratory and the California Institute of
Technology.

“Tom is a preeminent scientist and scientific leader who
will be a superb addition to our Board,” says Marc Tessier-
Lavigne, the university’s president. “He already knows
the university well through his outstanding service on the
Board’s Committee on Scientific Affairs, and his perspec-
tive will serve to complement those of his fellow Board
members, the majority of whom are leaders in business and
finance.”

Dr. Maniatis is known for pioneering the development
of gene cloning technology and its application to basic
research and biotechnology. His research has impacted a
broad spectrum of biomedical fields, from basic mecha-
nisms of gene regulation to human genetic and inflam-
matory diseases. His laboratory is currently focused on
molecular neuroscience, with interests in the role of single
cell diversity in the brain and disease mechanisms in ALS
(Lou Gehrig’s Disease).

In the past 30 years Dr. Maniatis has cofounded three
biotechnology companies. He is currently a member of the
board of directors of Acceleron Pharma and Constellation
Pharma, and is a science partner of The Column Group, a
biotechnology venture capital firm.

Dr. Maniatis is a member of the Jackson Laboratory
Board of Trustees and has served on the Board of Trustees
of the Cold Spring Harbor Laboratory. He currently serves
on The Rockefeller University Committee on Scientific
Affairs and is a former member of the Board of Scientific
Consultants at Memorial Sloan-Kettering Cancer Center.
He is a cofounder of the New York Genome Center and
sits on its Executive Committee.

“Rockefeller is an extraordinary research institution,
and I have many friends and colleagues on both the faculty
and the Board,” says Dr. Maniatis. “I enjoy serving on
the Rockefeller Committee on Scientific Affairs, and was
honored to be asked to join the Board. I look forward to
working with Marc and the other Board members to main-
tain Rockefeller’s preeminent position in the life sciences.”



